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1 Introduction

Tracking visitor interactions and analyzing service us-
age are crucial for strategic decision-making processes in
enterprise web applications and portals offering multiple
services simultaneously. Web Usage Mining (WUM) ana-
lyzes user behavior and extracts meaningful patterns from
this behavior to inform strategic decisions. These patterns
help predict future user trends and ensure that decisions
are based on solid foundations (Choudhary & Swami,
2023). Timely and accurate analyses provide valuable
insights for developers and managers by offering con-
crete data to optimize web portal performance (Pastorino
et al., 2019). However, understanding how users navi-
gate between different services and interact with them
in such complex systems becomes challenging with tra-
ditional methods, mainly because of large data sets and
growing interaction diversity (Latha et al., 2023).

The conventional WUM process primarily relies on ac-
cess logs from web servers, which typically contain basic
information about which pages users access. However,
these logs are insufficient for accurately defining user ses-
sions and do not provide details on interactions within
pages (Jin & Lin, 2022; Canay & Kocabicak, 2023). The
limited structure of logs complicates the data analysis pro-
cess, prolongs data processing times, and reduces the ac-
curacy of analyses (Abilio et al., 2021). These limita-
tions hinder efforts to improve the user experience and
negatively affect strategic decision-making mechanisms
(Husin et al., 2022). While various methods have been
proposed in the literature to overcome these limitations,
these methods have not been fully effective, mainly when
applied to high-volume data.

Although the development of big data technologies
and cloud-based solutions can potentially increase the ef-
ficiency of WUM processes, they present significant chal-
lenges regarding data security, privacy, cost, and perfor-
mance. The incompatibility of traditional server logs with
cloud systems complicates the data analysis, and real-time
analysis performance can suffer (Mehrtak et al., 2021).
Processing large-scale datasets in cloud environments in-
creases costs, while slower data transfer speeds and pro-
cessing delays limit performance. Furthermore, in decen-
tralized cloud environments, data security and privacy be-
come even more critical, and storing user data in such en-
vironments increases the risk of data breaches (Ageed et
al., 2020; Mustafa et al., 2022). For these reasons, WUM
processes involving extensive data sets face severe tech-
nical and financial barriers.

Several significant studies in the literature focus on
WUM and user behavior tracking, mainly aimed at un-
derstanding user interactions within web applications.
Research on web session clustering and user naviga-
tion behavior proposes methods for analyzing user move-
ments and integrating this information into business de-
velopment strategies (Bayir & Toroslu, 2022; S. Sharma
& Malhotra, 2021). However, the inability of tradi-
tional WUM methods to accurately define sessions in
large datasets and analyze some interactions reduces data
quality, adversely affecting strategic decision-making pro-

cesses (Husin et al.,, 2022). Additionally, studies on
cloud-based solutions highlight issues related to data se-
curity, privacy, and costs, further driving the search for
more effective solutions (Miller et al., 2022; Pang et al.,
2023). Research on how WUM techniques can contribute
to UX optimization emphasizes the importance of analyz-
ing user interactions to improve UX and suggests develop-
ing strategies accordingly (Huidobro et al., 2022; Gayatri
et al., 2022).

The CAWAL framework, proposed by Canay & Kocabi-
cak (2024) and developed as a model combining applica-
tion logs with web analytics, enables more comprehensive
and accurate tracking of user interactions while providing
an integrated solution to current methods. Unlike tradi-
tional approaches based on web server logs, this model al-
lows the collection and integrated analysis of more exten-
sive data at the application level, offering higher accuracy
and performance in session identification and data pro-
cessing. CAWAL also provides efficiency in data process-
ing speed and session identification processes, standing
out regarding data ownership and independence, making
it a sustainable and cost-effective solution for large-scale
organizations.

This study aims to use the extensive session and
pageview data provided by the CAWAL framework, which
has been processed through sessionization and data ag-
gregation, to generate enriched analytical data. The Aug-
mented Web Usage Mining (AWUM) approach, developed
to utilize this data as a source for the WUM process, is de-
signed to improve data quality and enhance the efficiency
of analytical methods. This approach is expected to en-
hance resource use efficiency, speed, and result accuracy,
providing more precise insights from large datasets than
conventional WUM processes.

The research proposes that the enriched analytical
data provided by the CAWAL framework and the AWUM
approach has the potential to offer higher accuracy and
performance than traditional WUM methods. To investi-
gate the contributions of the CAWAL model in the WUM
process and evaluate the effectiveness of the AWUM ap-
proach, the study addresses the following research ques-
tions:

RQ1: Does the enriched analytical data provided by
the CAWAL framework offer higher data accuracy than
traditional web server logs?

RQ2: Does the AWUM approach enhance process ef-
ficiency by eliminating the pre-processing phase inherent
in traditional WUM processes?

RQ3: Does the enriched data generated by AWUM en-
able a more in-depth analysis of user behavior, leading to
greater accuracy in optimizing the user experience (UX)?

The primary focus of this study is the AWUM ap-
proach, which utilizes the enriched analytical data gener-
ated through the CAWAL framework to improve web us-
age mining and support user experience (UX) optimiza-
tion. The analysis examines how AWUM contributes to
more efficient data processing and enables a more accu-
rate identification of user behavior patterns. Additionally,
the study discusses the practical outcomes of AWUM, in-
cluding better resource utilization, faster processing, and

Page 2 of 22



Human-Computer Interaction

International Journal of Human-Computer Interaction 2024 - DRAFT ARTICLE (REVISION 1)

improved result accuracy, particularly in large-scale enter-
prise web portals.

The primary contributions of this study are as follows:

1. The AWUM approach was introduced, integrating
enriched analytics data from the CAWAL framework
for a more accurate and detailed analysis of user be-
havior compared to traditional methods.

2. The CAWAL framework simplifies the web usage
mining process by removing the need for extensive
pre-processing and delivering structured and high-
quality data directly from application logs and web
analytics.

3. CAWAL’s enriched datasets improve the accuracy and
efficiency of machine learning, user behavior predic-
tion, and classification models.

4. The findings contribute to UX optimization by offer-
ing deep insights into user interactions, which can be
used to enhance web portal performance and guide
strategic decisions across various web services.

The structure of this paper is organized as follows.
Section 2 reviews the literature on web usage mining
and user experience, evaluating the limitations in ad-
dressing complex user behaviors and assessing previous
work in these fields. Section 3 explains the application of
the CAWAL framework in web usage mining through the
AWUM approach. This section also addresses data relia-
bility, privacy concerns, and the construction of enriched
datasets. Section 4 presents four distinct, user experience-
centered analyses focusing on user engagement, naviga-
tion patterns, exit methods, and service transitions to
identify user behaviors and improve interaction with the
web portal. Section 5 discusses the results, highlighting
AWUM'’s advantages over traditional methods and their
impact on user experience optimization. Finally, Section
6 concludes the paper by reflecting on the implications of
the findings and proposing directions for future research.

2 Related work

Web Usage Mining is a process aimed at understand-
ing user behaviors by analyzing web access logs and de-
riving meaningful patterns from this behavior. While web
analytics typically focuses only on data collection and vi-
sualization, WUM extends the analysis by incorporating
data cleaning, transformation, and extracting knowledge-
driven patterns (Canay & Kocabicak, 2023). WUM pro-
cesses typically begin with the processing of existing data
rather than its collection, and their effectiveness largely
depends on thorough data pre-processing. WUM studies
in the literature generally rely on web server logs and fo-
cus on developing methodologies to enhance the quality
of these logs (Yau & Zainon, 2020).

2.1 Web usage mining process and methods

The success of WUM processes is directly linked to
the accuracy of the data pre-processing phase. Tradi-
tional server logs provide semi-structured data that re-
quire extensive cleaning and transformation to generate
meaningful insights. Removing noise and refining raw
data are critical steps that enhance the reliability of subse-
quent analyses. However, these methods are often time-
consuming and resource-intensive, particularly when ap-
plied to large datasets.

Several studies have proposed advanced pre-
processing techniques to improve data quality and
enhance the reliability of web usage mining. A. K. Srivas-
tava & Srivastava (2023) developed scalable methods,
including heuristic approaches for robot detection, to
improve this phase significantly Kaur & Garg (2019)
highlighted the importance of techniques aimed at
enhancing web data quality, while Ali et al. (2020)
introduced a comprehensive framework for transforming
raw web log data into analyzable patterns. Furthermore,
Asadianfam et al. (2020) demonstrated that integrat-
ing case-based reasoning and -clustering techniques
into WUM processes enables a deeper analysis of user
behaviors.

One of the most challenging aspects of the pre-
processing phase in WUM is reconstructing user sessions
and completing navigation paths. This process requires
accurately identifying sessions from raw log data, often
necessitating sophisticated algorithms to map user nav-
igation flows. Techniques such as site map integration
and web crawling are commonly employed to infer miss-
ing links and reconstruct complete navigation sequences
(Bayir & Toroslu, 2022; Ali et al., 2020). However, these
methods are computationally intensive and may intro-
duce inaccuracies, particularly in large-scale or incom-
plete datasets.

This challenge is directly relevant to the second re-
search question, which examines how AWUM reduces
pre-processing requirements. The CAWAL framework
eliminates the need for conventional pre-processing by
providing structured and comprehensive datasets, where
session data is already well-defined. Building on this
foundation, AWUM further enriches the data, enabling
more precise behavioral analysis and improving the effi-
ciency of web usage mining.

The Pattern Discovery and Analysis phase plays a cru-
cial role in web usage mining (WUM) by identifying user
behavior patterns, which serve as the foundation for clus-
tering, classification, and predictive modeling. Despite
the challenges in pre-processing, traditional WUM meth-
ods have successfully clustered users based on behavior
patterns. Singh & Kaur (2021) demonstrated that cluster-
ing algorithms are effective in grouping users with similar
browsing behaviors, highlighting their relevance in WUM
applications.

Several studies have extended WUM methodologies
by integrating advanced data mining techniques. Ouf et
al. (2023) improved the accuracy of customer recommen-
dation systems by combining multiple mining techniques,
while Munk et al. (2021) emphasized that WUM data en-
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Table 1: Recent studies related to WUM and UX fields.

Key Contribution

Methods & Techniques Used

Reference

Categorizes users based on navigation patterns in online
directories to enhance user segmentation.

Reveals user requirements by discovering patterns from
web log data through web usage mining.

Develops a collaborative recommendation system
model for improving user experience.

Enhances web interfaces by increasing the predictability
of user interactions using web usage mining.

Discovers user navigation patterns through session clus-
tering and measures user engagement.

Develops personalized recommendation systems based
on user shopping preferences in e-commerce.

Improves user experience on a government website by
analyzing user behavior.

Understands user behavior and provides personalized
web experiences through recommendation systems.

Analyzes user behavior in e-commerce websites using
web usage mining for personalization.

Proposes an innovative method for user profile creation
and updating to improve user experiences.

Presents a new recommendation system to improve
website structure by shortening user navigation paths.

Identifies user interests on e-commerce sites and pro-
vides personalized recommendations.

Association Rule Mining,
Fuzzy clustering

Apriori,

Data Mining, Pattern Analysis, Clus-
tering, Classification

Clustering, Rule Extraction, Neural
Network, Genetic Algorithm

Clustering, Session Reconstruction
Algorithm, Bayesian Network

Clustering, K-Means, K-Medoids, Bi-
secting K-Means

Recommendation Systems, Apriori
Algorithm

Association Rule Mining, Apriori, FP-
Growth, Sequential Pattern Mining

Clustering, Association Rule Mining,
K-Means, Fuzzy C-Means

Association Rule Mining, Apriori Al-
gorithm

User Profiling, Cognitive Psychomet-
ric Memory Model

Recommendation Sys., Reinforce-
ment Learning, Adaptive ranking

Clustering, K-Means, DBSCAN, Hy-
brid Density-Based K-Means

Athinarayanan et al. (2023)
Dubey et al. (2024)
Elsheweikh (2023)

Jors & De Luca (2023)

Lim, Ong, Leow, Lee, & Tay

(2023)
Mahesh Kumar &

Om Prakash (2021)

Rawira & Esichaikul (2023)
Serin et al. (2022)

Soewito & Johan (2022)
Sowbhagya et al. (2023)

Ting et al. (2024)

Win & Lwin (2024)

able proactive design changes through behavior forecast-
ing. Roy & Rao (2022) proposed an efficient WUM frame-
work incorporating time and fairness constraints to gen-
erate personalized recommendations. Similarly, Malik et
al. (2021) enhanced classification accuracy by integrat-
ing random forest algorithm results with ant colony opti-
mization (ACO). Further advancements include Serin et
al. (2022)’s fuzzy C-means-based reduced feature set as-
sociation rule mining approach and Elsheweikh (2023)’s
web recommendation model based on WUM techniques.

WUM methods have evolved significantly in recent
years, particularly with the integration of machine learn-
ing algorithms, which have enhanced the accuracy of user
behavior analysis. For instance, Asadianfam et al. (2020)
employed case-based reasoning techniques to group users
and analyze behaviors, while Singh & Kaur (2021) uti-
lized clustering techniques for the same purpose. Both
approaches have proven effective, yet challenges persist
in managing the scale and complexity of modern web ap-
plications.

In addition to analytical advancements, WUM-based
frameworks are widely applied in e-commerce to increase
customer retention and satisfaction. Wagqas et al. (2018)
demonstrated the business value of web log analysis,
showing how it helps identify user behavior patterns.
Similarly, Cahaya & Siswanti (2020) examined the impact
of Internet banking service quality on e-customer satisfac-
tion and loyalty, emphasizing the role of WUM applica-

tions in improving customer experience.

2.2 The role of web usage mining in user ex-

perience design

User experience (UX) design aims to optimize web-
sites based on user expectations and focuses on enhancing
users’ interactions with the site. Incorporating UX design
principles into web platforms is essential for improving
usability and engagement. User-centered design (UCD)
plays a crucial role in this process and is vital for suc-
cessful UX outcomes (Lallemand et al., 2015). UX opti-
mization follows continuous improvement through A/B
testing, usability testing, and feedback surveys. A/B test-
ing compares the performance of different design alterna-
tives, while usability testing analyzes users’ interactions
with the system. The literature emphasizes that these
tests provide concrete feedback to improve design deci-
sions by enhancing the effectiveness of UX (Sowbhagya
et al., 2023).

Web usage mining (WUM) and user experience (UX)
design complement each other, working together to im-
prove user experiences by analyzing user behaviors.
WUM provides UX designers valuable data for proac-
tive design changes by analyzing users’ online behav-
iors (Ali et al., 2021). For instance, WUM data on e-
commerce platforms enables personalized product rec-
ommendations by analyzing users’ purchasing patterns.
This personalization enhances customer satisfaction while
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Figure 1: Application logging and web analytics processes combined by CAWAL.

strengthening users’ engagement with the platform (Be-
nali, 2022). These studies demonstrate that incorporat-
ing WUM insights into UX strategies is essential for im-
proving user engagement and satisfaction, particularly in
large-scale web environments.

In addition to enhancing user satisfaction, WUM also
facilitates personalized recommendations and plays an es-
sential role in identifying user pain points and abandon-
ment patterns. The importance of using interaction data
to develop predictive models for future user behavior is
frequently emphasized in the literature (Wasino et al.,
2023). Such models empower UX designers to identify
challenges and implement appropriate design improve-
ments quickly. A successful example in this regard is the
Cluster-N-Engage framework proposed by Lim, Ong, &
Leow (2023), which utilizes WUM data to uncover sig-
nificant opportunities for UX enhancement.

Recent studies further demonstrate the critical role of
WUM in enhancing UX by offering insights into user inter-
actions and behaviors across various platforms. Table 1
provides an overview of these studies, highlighting their
key contributions, methods, and techniques from the past
four years, summarizing the latest advancements in WUM
and UX integration.

2.3 Challenges in existing WUM tools and UX
integration

Many existing WUM tools still rely on traditional web
server logs, which often fail to capture the full range of
user interactions, creating significant data gaps in UX op-
timization (Menezes & Nonnecke, 2014). These logs typ-
ically lack details on specific activities and in-page be-
haviors, limiting the scope of analysis. Ouf et al. (2023)
emphasizes that addressing these shortcomings requires

more detailed data collection and advanced analytical
methods. In response, M. Srivastava et al. (2022) intro-
duced and evaluated preprocessing techniques, including
robot detection, within their MapReduce-based parallel
data preprocessing algorithm to improve the efficiency of
web usage mining.

Despite recent progress, current research does not
thoroughly address several critical WUM and UX opti-
mization aspects. The integration of WUM with UX de-
sign often remains superficial, particularly when examin-
ing specific details of user interactions within applications
(S. Sharma & Malhotra, 2021). Additionally, few studies
have explored the analysis of dynamic in-page behaviors
or how such data can be incorporated into UX optimiza-
tion processes, which remains a significant gap (Rawira &
Esichaikul, 2023).

Furthermore, there is a notable lack of research on
data diversity and real-time analysis. Most studies con-
tinue to focus on static datasets, paying insufficient atten-
tion to the real-time analysis of streaming data and its
implications for UX optimization (Kumar et al., 2022).
Machine learning and artificial intelligence techniques
in WUM and UX integration are also underdeveloped,
leaving considerable untapped potential for proactive UX
improvements based on behavior prediction (Xing-hai,
2023). Moreover, concerns about data privacy and secu-
rity are becoming increasingly prominent, requiring the
development of new methods to process and analyze user
data securely (Zagan & Danubianu, 2023).

The CAWAL framework, central to this study, ad-
dresses many of these limitations by integrating web ana-
lytics with application-level logs and providing enriched
datasets that capture complex user interactions across
multiple services. This approach enhances the accuracy of
user behavior tracking and facilitates real-time processing
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Figure 2: Usage of web access data collected with CAWAL as data source in web usage mining.

of high-dimensional data, which traditional WUM tools
struggle to handle efficiently. CAWAL's sessionization and
cross-service tracking capabilities offer the necessary in-
frastructure for detailed user behavior analysis, particu-
larly in multi-service portals and multi-server web farms,
where interactions are more complex and fragmented.

3 Methodology

The CAWAL (Combined Application Log and Web An-
alytics) model and its software framework (Canay &
Kocabicak, 2024) implementation were integrated into
CAWIS (Campus Automation Web Information System),
Sakarya University’s large-scale institutional web appli-
cation (Canay et al., 2011). The CAWIS system, based
on a portal architecture, operates within a load-balanced
web farm and uses separate subdomains for each service.
The interaction data collected from the CAWIS and its use
in WUM processes are explained in depth, including how
CAWAL eliminates the data pre-processing phase, in the
following sub-sections.

3.1 CAWAL model and framework

The CAWAL model combines application logging with
web analytics and extends the specialized data collection
methodology, proposed previously (Canay & Kocabicak,
2023), to a broader perspective, addressing enterprise
web portals and multi-server architectures. The analyt-
ical software framework developed as a practical applica-
tion of this model includes an API for data collection, a
database model for data storage, and a method for gen-
erating analytical insights. This framework enables the
comprehensive collection of page movement data on web

portals, facilitating its use in data mining and business in-
telligence applications.

CAWAL was developed based on traditional software
development practices and later expanded to include web
analytics features. Figure 1 illustrates the fundamental
characteristics shared between application logging and
web analytics. While conventional web analytics emerged
to capture basic user interactions, modern tools now fo-
cus on gathering comprehensive data relevant to applica-
tions. In contrast, the CAWAL model was designed pri-
marily to log application activities, with web analytics as
a secondary function. This dual capability distinguishes
CAWAL from other analytics tools by not only collecting
detailed application logs but also integrating them into
advanced web usage analytics processes.

3.2 Integrating CAWAL into web usage mining

WUM utilizes rich data sources to understand users’
interactions with websites and to enhance user experience
based on these interactions. The CAWAL framework sys-
tematically consolidates and processes these data sources,
playing a crucial role in utilizing web usage data for an-
alytical insights. The quality of the data used in min-
ing processes is a critical factor that directly influences
the accuracy and efficiency of the analysis (Wang & Li,
2023). Server logs, the traditional source of information
for WUM, often contain raw, semi-structured data. This
type of data presents significant challenges in the pre-
processing phase, which is one of the first and most critical
steps in WUM (Choudhary & Swami, 2023).

The pre-processing stage, which includes data clean-
ing, transformation, and user and session identification,
varies based on the project, dataset, and methods em-
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Figure 3: Standard WUM process and CAWAL’s Augmented WUM.

ployed. It typically constitutes a substantial portion of
the time and effort spent on a WUM activity (Raman &
Raj, 2021). The pre-processing stage, carried out entirely
offline, involves complex operations and requires signif-
icant effort. However, it often fails to produce precise
and successful results due to data quality, technical limita-
tions, data diversity and complexity, pre-processing meth-
ods, and human involvement (Prakash et al., 2021).

However, the session and page navigation data col-
lected by the CAWAL model, supported with application
data, are inherently accurate and well-structured. This
comprehensive data set provides the necessary informa-
tion for WUM and serves as a unique and high-quality
data source. Figure 2 illustrates how the data generated
by the CAWAL model is optimized for use as a data source
in WUM. This approach effectively eliminates the most
critical and challenging step of the WUM process—pre-
processing—while maximizing the process’s success and
enabling more detailed and accurate tracking of user in-
teractions.

3.3 Augmented web usage mining approach
Using high-quality, accurate raw analytical data stored
in CAWAL’s data warehouse eliminates the need for tra-
ditional server logs in web usage mining and renders
the pre-processing step unnecessary (Canay & Kocabicak,
2023). This innovative approach accelerates the analysis
process by reducing the time and resources required for
data cleaning, normalization, and transformation of the
data collected by CAWAL, thereby improving the accuracy
of the data mining results. Additionally, adopting a struc-
tured data format facilitates the understanding and the

analysis of complex and challenging user behavior pat-
terns. Figure 3 compares the standard WUM process, as
described by M. Srivastava et al. (2019), with the WUM
process implemented through the CAWAL framework.

The success of web usage mining is directly related to
the quality of the raw data. In a standard WUM workflow,
the procedure begins with cleaning server log data, iden-
tifying users, and determining session identities, followed
by various techniques such as path analysis, trend analy-
sis, and classification. However, the traditional method is
constrained by the quality of the raw data, which may re-
sult in a loss of accuracy in the final analyses. The CAWAL
framework handle these limitations through a series of
data augmentation steps that enhance the richness and
accuracy of the data before entering the WUM pipeline.

This process, termed Augmented Web Usage Mining
(AWUM) in this study, begins with session augmentation,
where connected tables, browser data, and user data are
integrated to provide a more comprehensive view of user
sessions and activities. It is followed by user activity aug-
mentation, which enriches session and pageview informa-
tion with detailed data such as login and logout informa-
tion, server identification, and page duration. These steps
culminate in enriched web analytics data, referred to as
accurate data, which provides the foundation for more re-
liable and in-depth analyses when incorporated into the
WUM process. This innovative approach enables more ro-
bust results in advanced clustering, association rule min-
ing, and predictive modeling, allowing for a better under-
standing of user behavior and web usage patterns.
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Table 2: Schema of the CSV file containing enriched numerical session data.

Field Name Description Sample Data
Log ID Log ID number. 12359285
Session_ID Session ID number. 83665107
Log Date_Time Log date and time information. 22.11.2022 13:00
User ID User ID number. 184922
Session_Login_Status Login status in the session. 1
Logins_During Period Number of logins during the period. 16
User_Type User type (e.g. Acd./Adm./Stud./Unit). 6

Sex User gender (Undefined/Male/Female). 2

Age User age 18

Age Group User age group (Categorical, 1-4). 1
User_Language TR Browser language. 1
User_Location IP location. 1
Browser_Type Web browser type. 1
Referer_Type Reference type. 6
Landing_Srv_ID Service ID number first accessed. 7

Exit Srv_ID Service ID number logged out. 3

Exit Type Logout type. 0
Total_Session_Duration Total session duration. 730

Avg Page Duration Average page duration. 48.67
Total Page Load Total page load (generation) time. 2.88

Avg Page Load Average page load (generation) time. 0.19
Page_Count Total number of pages navigated in a session. 15
Visitor_PageView Total number of pages navigated as a visitor. 2
User_PageView Total number of pages navigated as a user. 13
Service_Count Total number of services browsed. 2

Page per Service Average number of pages per service. 7.5
Visited_Service_IDs ID numbers of the visited services. “1,3”

3.4 Data reliability and privacy

The absence of synthetic data in this study guarantees
the reliability and integrity of the findings. All data were
collected from the now-retired CAWIS web portal, devel-
oped by Sakarya University, through the CAWAL frame-
work. The data collection process adhered to the Internet
Services Usage Policy Agreement approved by the users
and was fully compliant with the university’s regulations.
Additionally, all necessary permissions for the study were
obtained from Sakarya University, ensuring compliance
with both the university’s internal policies and the coun-
try’s legal framework.

Diverse data anonymization techniques were applied,
including the irreversible masking of user identities and
the shifting of timestamps, to further safeguard user
privacy.  These methods effectively prevent the re-
identification of user data and enhance data security.
Furthermore, these adjustments aim to enhance user
anonymity and reduce the risk of potential data breaches.
The timestamp modification is not expected to negatively
impact the analysis results, as the study focuses on trends
and behavioral patterns within a specific timeframe. Ev-
ery research step has been carefully conducted to safe-
guard participant privacy and ensure data security.

3.5 Generation of enriched analytics data

Web usage mining processes often require the han-
dling of large and complex datasets. A comprehensive
process was carried out to transform the detailed raw ses-

sion and user data collected according to the data model
by the CAWAL framework into enriched analytics data fol-
lowing sessionization procedures. Data selection and en-
richment were crucial steps in preparing the data stored
in the data warehouse for WUM applications. Sophisti-
cated SQL queries created for the enriched session and
pageview table views were foundational in processing
data sets effectively and extracting meaningful insights.

Enriched session and pageview data were obtained
through complex SQL queries performed on data marts
spanning one month and totaling 8.5GB. These extensive
queries, which allow for the efficient querying, filtering,
and transformation of large and heterogeneous data sets,
are critical for producing advanced analytics results and
multi-dimensional data sets. These enriched data sets
have been used to analyze user behaviors, gain a deeper
understanding of user needs, and enhance the overall ef-
ficiency of the web portal’s usage.

3.6 Schemas of data files

After the sessionization process, the enriched session
data includes not only the data retrieved from the session
table for each record but also summary statistics, such as
the first, last, total, and average values, obtained through
SQL queries. These statistics are accompanied by user-
related information and pageview data corresponding to
the session. The field names, descriptions, and sample
data of the CSV files, which contain only numerical and
categorical session information for use in web usage min-
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Table 3: CSV data files and their properties where enriched session and pageview data are stored.

Time Time Range File Name Record File Size
Frame .CSV Count (MB)
1-week 2022-11-21 - 2022-11-27 va_page4 3,158,694 266.00
1-week 2022-11-21 - 2022-11-27 va_sess4 514,789 99.20
1-month 2022-11-01 - 2022-11-30 va_sess5 1,220,916 235.00

ing processes, are presented in Table 2. This schema in-
cludes critical metrics such as session duration and page
loads, forming the core of the data used in WUM pro-
cesses.

In addition to the session data, fields summarizing
user interactions with the portal services during each ses-
sion are also included. Fields starting with “s ” (e.g.,
s_gate, s_mail, s_obis) indicate whether the user visited
the respective service, with “1” representing a visit and “0”
indicating no visit. Fields starting with “p_” (e.g., p_gate,
p_mail, p_obis) record the number of pages the user nav-
igated within each service. Lastly, fields beginning with
“r ” (e.g., r_gate, r_mail, r obis) represent the ratio of
the number of pages visited within each service to the to-
tal number of pages visited during the session.

These fields provide detailed numerical and categori-
cal data capturing various aspects of the sessions, which
are structured for use in WUM processes. The metrics de-
tailing session characteristics are crucial for accurately an-
alyzing user behavior, allowing a comprehensive under-
standing of session structures. The enriched session data
is ideal for analyzing users’ overall navigation behavior
throughout a session, summarizing key elements such as
session duration, page loads, and visited services. This
dataset plays a critical role in macro-level analyses, such
as identifying patterns in session duration and service vis-
its.

Similarly, pageview data contains detailed informa-
tion about the pages visited during each user session
alongside session-specific data. As a critical data source
for web usage mining processes, these records include de-
tails such as the date and time of each page visit, the dura-
tion of time spent on the page, the page load time, and the
page’s unique identifier. Pageview data is also enriched
with demographic information retrieved from the session
table, including user type, gender, age group, browser
type, and IP location. The reciprocal relationship between
session and pageview data defines the terms used to de-
scribe these datasets, while the resulting enriched data
schemas enhance the effectiveness of WUM activities con-
ducted on it.

3.7 Preparation of time-frame-based datasets
As a result of the executed queries, all data related to
sessions and pageviews were meticulously collected to an-
alyze complex relationships and reveal multi-layered data
structures. This data was organized through views cre-
ated in the database. The data, reprocessed to include
numerical and categorical information for WUM activi-
ties, was saved as separate views. In the final stage, the

data corresponding to the periods specified in Table 3 was
extracted from these views and transformed into enriched
session and pageview datasets. These datasets, amount-
ing to 8.5 GB collected over a one-month period, were
structured and stored in CSV format to facilitate easy pro-
cessing using data analysis tools such as Python.

After being collected through the CAWAL framework,
the enriched session and pageview data play a pivotal role
in analyzing user behavior over time. The enriched ses-
sion data capture all actions performed by users during
their sessions, including essential metrics such as session
duration, the number of pages visited, and login-logout
activities. For instance, the session data collected over
one month comprises 1,220,916 records, while a one-
week pageview dataset includes 3,158,694 records. The
enriched pageview data provide detailed information on
each visit, including metrics like pageview duration, load
time, and user login status. These datasets are optimized
to enable in-depth analysis of user behavior over specific
time frames. Storing the data in CSV format facilitates
quick and efficient processing, ensuring high accessibility
for web usage mining applications.

3.8 Analysis Design

The analysis design involved a systematic approach
to address the research questions, with each analysis fo-
cusing on different aspects of user behavior. These as-
pects include session dynamics, exit patterns, service tran-
sitions, and behavioral dependencies, all examined using
the structured datasets generated through the AWUM ap-
proach.

The first analysis addresses RQ1 by evaluating the ac-
curacy and analytical depth of the datasets provided by
the CAWAL framework. Descriptive statistical analysis
was applied to examine session durations, bounce rates,
and user engagement patterns, while a chi-square test was
conducted to identify statistically significant relationships
between user attributes and exit behavior. This analysis
aims to determine whether enriched session data provide
a more detailed and reliable representation of user behav-
ior compared to conventional web server logs.

The second analysis examines how users exit the sys-
tem and its implications for user experience, contributing
to RQ3. This analysis investigates exit methods, such as
secure logouts, browser tab closures, and redirections, to
identify disengagement patterns. Frequency analysis and
behavioral segmentation techniques were applied to cat-
egorize users based on their exit behaviors, providing in-
sights into UX optimization strategies.

The third analysis evaluates user transition paths be-
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tween portal services and their impact on user experience;
it also addresses RQ3. A sequence analysis approach was
used to track service navigation patterns, identifying the
most common transitions and potential usability issues.
Understanding how users move through the portal al-
lows for targeted improvements in service accessibility
and navigation design.

The fourth analysis examines behavioral patterns by
applying association rule mining to user interaction data,
further addressing RQ3. An Apriori-based algorithm was
used to identify frequent usage patterns and relationships
between different services. These insights reveal under-
lying dependencies in user behavior that can support UX-
driven design improvements.

RQ2, unlike RQ1 and RQ3, does not involve a dedi-
cated analysis, as it is examined conceptually rather than
through specific analytical techniques. Instead, the effi-
ciency improvements introduced by the AWUM approach
are examined conceptually by assessing how the elimina-
tion of the pre-processing phase impacts the overall web
usage mining workflow. This aspect is analyzed in the Dis-
cussion section, where its broader implications for user
interactions and behavior patterns are considered.

4 User experience-driven analysis and

results

The analyses performed using the Augmented Web Us-
age Mining (AWUM) approach aim to improve web por-
tal efficiency and enhance user experience. They address
different aspects of user engagement, portal navigation,
and interaction by examining session transitions, service
usage patterns, and behavioral dependencies.

Various Python libraries were selected and utilized ac-
cording to the specific requirements of each analysis. The
techniques applied include pattern analysis, user segmen-
tation, behavioral modeling, service transition analysis,
and association rule mining.

Each analysis aligns with specific knowledge discov-
ery tasks defined in the CRISP-DM framework (Chapman
et al., 1999; Martinez-Plumed et al., 2021), focusing on
data description, summarization, and dependency anal-
ysis. A detailed examination of these analyses, including
their objectives and findings, is presented in the following
subsections.

4.1 Analysis of bounce rate and client at-

tributes

Bounce rate, a significant web analytics metric, rep-
resents the percentage of sessions where users view only
a single page on the website and leave without any fur-
ther interaction. This rate is a critical indicator for under-
standing users’ engagement levels with the content and
the impact of website design on user experience. In this
analysis, pandas library was used for efficient data pre-
processing and manipulation, enabling effective handling
of the dataset and facilitating the identification of relevant
user attributes. For statistical testing, scipy library was

utilized to conduct chi-squared tests and assess the sig-
nificance of associations between bounce rate and client
attributes. The detailed statistical analysis of the monthly
dataset reveals the differences between single-page and
multi-page sessions, focusing on metrics such as the num-
ber of sessions and pageviews.

Out of the total 1,220,916 sessions in the exam-
ined dataset, 156,707 are single-page sessions, while
1,064,209 are multi-page sessions. Single-page sessions
constitute 12.84% of total sessions, while multi-page ses-
sions make up 87.16%. For pageviews, single-page ses-
sions directly correspond to the session count (156,707
pageviews), while multi-page sessions generate a total of
7,882,632 pageviews. This analysis indicates that 1.95%
of the total pageviews are from single-page sessions, and
98.05% are from multi-page sessions.

These findings provide significant insights into user
engagement levels and their connection with the content
on the site, offering critical data for evaluating the web-
site’s user experience. The distribution of the four cat-
egorical attributes used to distinguish users during their
server access and their distribution between single-page
and multi-page user groups is presented in detail in Ta-
ble 4.

Table 4: Distribution of client attributes according to ses-
sions with single and multiple-page visits.

Client Attributes Single  Multiple
(Categories) Page Pages
Browser_Type:
1-Standard Browser 47.55% 99.17%
2-Search Engine 14.63% 0.01%
3-Text-Based Browser 37.82% 0.82%
Referer Type:
1-From Homepage 1.88% 7.62%
2-From Portal Services 20.32% 15.44%
3-From Corporate Domains 4.02% 16.95%
4-From Search Engine 4.23% 24.44%
5-Other Referrers 0.31% 1.25%
6-No Referrer 69.24% 34.29%
User Language TR:
0-Other 1.53% 2.47%
1-Turkish 98.47% 97.53%
User_Location:
0-In Tiirkiye 21.37% 19.61%
1-Internal (SAU) 77.56% 79.51%
2-Outside Tiirkiye 1.07% 0.87%

The data shows that the number of single-page ses-
sions and the page impressions generated by these ses-
sions are much lower than the number of multi-page ses-
sions and page impressions. These findings indicate that
multi-page sessions involve significantly more interaction
and content consumption on the website. According to
the analyzed data, standard browsers have a high uti-
lization rate for multi-page viewing sessions. This obser-
vation suggests that users of standard browsers engage
more with the content and interact more actively with
the site. Additionally, the bounce rate is higher for visits
from text-based browsers and search engines, primarily
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due to search engine indexing robots and automated site
review tools, commonly known as web crawlers. Since
these browsers do not support cookies, their actions are
recorded as single-page sessions within the system. How-
ever, this group should also consider portal services that
meet user needs on a single page, such as the menu ser-
vice, and the immediate closure of any portal page in case
of accidental opening.

The significant proportion of single-page viewing ses-
sions without a redirector indicates that users arrive at
the site by directly entering URLs or using bookmarks.
Many sessions originating from search engines and involv-
ing multiple pageviews show that users accessed the site
via search engines rather than using bookmarks or directly
typing the site name. After finding the content they were
looking for, users continued to browse the site, demon-
strating the effectiveness of the SEO efforts. As expected,
the web portal is predominantly used by Turkish-speaking
users based on the client’s browser language. This obser-
vation confirms that the site’s content optimization in the
local language is successful and meets the needs of lo-
cal users. Additionally, the location distribution reveals a
predominance of in-house and in-country users, suggest-
ing that the site is more relevant for geographically close
users.

The chi-squared (x?2) test results from the detailed
analysis of single-page and multi-page session data indi-
cate statistically significant differences in the distributions
across various categories. In this test, the y? statistic is

calculated as: )
2_ (Oi_Ei)
Ll

where O; represents the observed frequency, and E; is the
expected frequency for each category. The Degree of Free-
dom (DoF) is determined by the formula:

DoF=(r—1)(c—1)

where r is the number of rows and c is the number of
columns in the contingency table. A p-value of less than
0.05 indicates a statistically significant relationship be-
tween client attributes and the bounce rate. Table 5
presents the results of this analysis, showing the impact of
client characteristics on the bounce rate across four cate-
gories.

Table 5: Effects of client attributes on bounce rate.

Client Attributes z%2 p-value DoF
Browser_Type 68.19 0.00 2
Referer_Type 38.72 0.00 5
User Language TR 0.00 1.00 1
User Location 0.12 0.94 2

The test results show a statistically significant differ-
ence between single-page and multi-page sessions’ distri-
bution of browser type and reference type. The high Chi-
square values and low p-values (<0.05) for these two at-
tributes indicate a significant relationship with the type
of session (single-page vs. multi-page), suggesting that

the observed differences are unlikely to be due to ran-
dom variation. On the other hand, the low Chi-square val-
ues and high p-values for the user language (Turkish) and
user location attributes suggest no significant relationship
with the type of session, and any slight differences that
exist may be attributable to random variation. The De-
grees of Freedom (DoF) are calculated as the number of
categorical levels of the tested attribute minus one since
the analysis focuses on a single variable. For instance,
for Browser_Type, which has three categories (Standard
Browser, Search Engine, Text-Based Browser), the DoF is
derived as 3 - 1 = 2. The DoF, alongside the y? value
and p-value, is crucial in determining the statistical sig-
nificance of the relationship.

Bounce rate is often linked to the quality of a website’s
initial impression and the relevance of its content, com-
monly seen as an indicator of user engagement. While
a high bounce rate is frequently viewed negatively, it
does not always suggest a poor user experience. For
example, if users quickly find what they need, such as
through a service menu, their immediate exit may reflect
successful navigation rather than disengagement. How-
ever, when high bounce rates are concentrated on spe-
cific pages or audience segments, it can indicate areas
where the user experience or content requires improve-
ment. Understanding these patterns is essential for iden-
tifying the key factors driving user behavior and provides
a solid foundation for optimizing site design and content
strategies.

4.2 Service-based analysis of exit methods

User exit behavior is a critical factor in web applica-
tion security and data integrity. Ideally, users should log
out using the “secure exit” method to ensure task comple-
tion and system security. However, the structure of the
web makes it impossible to enforce secure logout, which
can lead to security vulnerabilities and compromise data
accuracy.

Understanding these challenges requires analyzing
user exit patterns and identifying behavioral trends that
contribute to security risks and data inconsistencies. This
involves a systematic examination of user interactions,
session flows, and service transitions within the applica-
tion. Python-based computational tools were employed
to process session data and assess the importance of var-
ious behavioral features. The analysis was conducted us-
ing pandas for data management and scikit-learn
for classification and preprocessing tasks. Visualizations
of exit patterns and service transitions were created us-
ingmatplotlib and networkx, supported by numpy for
numerical operations.

A mathematical model was constructed to represent
user exit behavior and transitions between services sys-
tematically. This framework allows for a detailed evalua-
tion of how users navigate through the portal and which
exit methods they prefer. A directed graph structure was
applied to map the flow of user interactions and effec-
tively capture exit patterns.

In this model, user behavior is mathematically repre-
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Figure 4: Service-based analysis of portal exit methods.

sented through a directed graph G = (V, E), where each
service is represented as a node v € V, and each tran-
sition between services, including exit methods, is rep-
resented as a directed edgee = (vi,vj)eE. The weight
Wy, of each edge corresponds to the frequency of tran-
sitions from service v; to service v;, capturing user behav-
ior and exit preferences across the web portal. This graph
allows for analyzing both service transitions and preferred
exit methods.

In the graph, each node’s degree d(v) is determined
by the sum of incoming and outgoing transitions, repre-
senting the activity level of each service concerning user
exit strategies. The edge weights Wy ;s normalized to
ensure comparability, provide insights into the most com-
mon paths users take when leaving services, highlighting
the relative importance of secure exits versus direct exits
such as closing the browser without logging out.

Figure 4, based on the analysis of one week’s session
data, presents a network visualization of user exit behav-
ior, focusing on service-based exit patterns and the rela-
tive frequency of regular logout versus direct leave across
the portal. This visualization, representing an essential
data set, provides a basis for discussing user behavior
trends and exit strategies on the portal and for strategic
decisions to enhance the user experience.

The two primary methods for exiting the portal are
“regular session termination” via the secure exit button
and “direct system exit” without logging out. Transac-
tions through the warning window are also considered
regular session terminations. Both primary methods, rep-

resented by the purple color indicating preference inten-
sity, are used with approximately equal frequency. Edge
color and thickness between services reflect transition fre-
quency, with thicker and darker edges indicating higher
intensity.

An analysis of overall exit behavior reveals that 57.2%
of user exits occur through regular logout, while 42.8%
result from direct leave. This distribution suggests that
the majority of users complete their intended tasks be-
fore exiting the system, while a significant portion leaves
abruptly. These findings establish a baseline for further
examining how exit patterns differ across specific ser-
vices, reflecting variations in service structure, user en-
gagement, and authentication requirements.

A notable exception among services is “gate,” which
exhibits a distinct exit pattern with a high direct leave rate
of 89.5%. This outcome primarily stems from the portal’s
login structure, where numerous single-page sessions nat-
urally occur. This structural feature must be considered
when interpreting user exit behavior from this service, as
it can significantly influence overall exit pattern analyses.

Service-specific analysis highlights that “gate,” “obis,”
“mail,” and “pbis” frequently serve as exit points, as in-
dicated by thicker and more vivid edges on the network
graph. Notably, services like “obis,” “abis,” and “mail” ex-
hibit high regular logout rates of 70%, 72.6%, and 61.6%,
respectively. This pattern suggests that users typically
complete their tasks before exiting, indicating a struc-
tured, goal-oriented interaction. The handling of personal
information and the requirement for user authentication
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likely contribute to longer sessions, fostering task comple-
tion through clear navigation and functional design while
also reflecting heightened security awareness.

In contrast, services such as “pbook,” “quest,” and
“form” exhibit high direct leave rates of 90.5%, 56.4%,
and 53.6%, respectively. These figures suggest that users
often exit after brief interactions, likely due to the nature
of these services, which offer quick access to specific infor-
mation and generally do not require user login. However,
high exit rates may also reflect limited functionality or un-
clear navigation paths. To enhance user experience, these
services should be optimized to provide more efficient ac-
cess to relevant content and establish clearer interaction
flows.

The analysis also highlights a clear connection be-
tween user engagement and exit behavior. Users who in-
teract with core services tend to follow structured navi-
gation paths and are more likely to log out securely, in-
dicating goal-oriented usage. In contrast, higher direct
leave rates in services with brief interactions may point
to issues such as unclear navigation or limited functional-
ity. Addressing these challenges by refining service tran-
sitions, improving logout accessibility, and adjusting ses-
sion timeouts could enhance both security and usability.
Additionally, improving the visibility and accessibility of
secure logout options would contribute to a more efficient
exit process and a better overall user experience (UX).
Such enhancements would not only optimize user experi-
ence but also reinforce the system’s security architecture
by promoting more structured and intentional exit behav-
iors.

While the service-based analysis provides insights into
which services are most frequently associated with se-
cure and direct exits, it is equally important to examine
session-level characteristics that influence users’ exit be-
haviors. To understand the factors influencing user exit
behavior, a feature importance analysis was conducted
using a random forest model. The analysis considered
a wide range of session-based, user-related, and techni-
cal attributes. Table 6 presents the most influential fea-
tures (= 1% importance), while features with lower sig-
nificance were filtered out.

The results indicate that session-based engagement
metrics are the most significant in determining whether
users log out securely or leave the system directly. The
number of pages viewed in the gate service (p_gate) ac-
counts for the highest importance (23.8%), suggesting
that users interact more with the main entry point of the
portal and exhibit distinct exit patterns. Similarly, to-
tal page views (User PageView, 12.6%) and session du-
ration (Total Session Duration, 6.6%) suggest that in-
creased session length and engagement raise the likeli-
hood of secure exits.

In contrast, technical and demographic factors show
minimal influence on exit behavior. Features such as
browser type, user language, and location all contributed
less than 1% and were thus filtered out from the final ta-
ble. This suggests that exit decisions are shaped more by
user activity within the session rather than by user demo-
graphics or device characteristics.

Table 6: Feature importance scores for exit behavior anal-
ysis.

Feature Description Score
p_gate Pages viewed in gate service 0.238
User_PageView Total page views by user 0.126
Total Session_Duration Total session duration 0.066

Page Count Total pages viewed in session 0.062
Page_per_Service Pages per service 0.056
r_gate Rate of gate pages in session 0.053
Avg Page Duration Average page duration 0.043
r_obis Rate of obis pages in session 0.042
User ID User ID 0.039
Logins_During Period Logins during session 0.030
Session_Login Status  Session login status 0.029
Total Page Load Total page load time 0.025
Avg Page Load Average page load time 0.022
Visitor_PageView Visitor page views 0.022
Referer Type Referer type 0.019
p_obis Pages viewed in obis service 0.019
Last_Service Last visited service 0.014
Landing Srv_ID First accessed service 0.012

Additionally, referrer type (1.9%) and first accessed
service (1.2%) have relatively low but notable impacts,
indicating that the user’s entry point and how they ar-
rived at the portal may slightly influence exit preferences.
However, traditional identifiers like User ID (3.9%) and
login frequency (3.0%) contribute only modestly, further
reinforcing the session-driven nature of exit behaviors.

The analysis reveals that users mostly prefer to directly
close the window or navigate to another address when ex-
iting the “gate” service, while they are more cautious to se-
curely log out when leaving services containing personal
information, such as “obis” and “mail.” The preference for
secure exit in the “obis” service, which caters to students,
is expected, given that some students use computers in
shared institutional spaces.

4.3 User interaction analysis through portal
service transitions

Analyzing user transitions between services provides
valuable information about how users navigate through
different sections of the web portal. Examining these
interaction patterns makes it possible to identify which
services are frequently accessed together and how users
move between them during their sessions. Understand-
ing these transitions is crucial for improving the over-
all user experience, as it can highlight potential bottle-
necks, points of friction, or popular pathways users tend
to follow. In this analysis, the pandas, matplotlib,
and networkx libraries were utilized to construct and vi-
sualize network graphs representing service transitions.
Additional support from the numpy and collections
libraries facilitated numerical operations and frequency
analysis, enabling a comprehensive examination of user
navigation patterns across the portal.

Additionally, this analysis helps uncover how effec-
tively the portal’s services are integrated and whether
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Figure 5: Transition paths and weights between portal services.

users encounter difficulties when switching between ser-
vices. By evaluating these patterns, organizations can
make informed decisions about where to focus their ef-
forts in improving service accessibility and flow, ulti-
mately enhancing the portal’s usability. Figure 5 presents
a network visualization of user transitions between ser-
vices in the web portal. The transitions and their corre-
sponding weights highlight the most common navigation
paths, providing a clear overview of user behavior within
the portal.

The network graph visualization reveals distinct usage
patterns within the portal, where node brightness repre-
sents service frequency and edge weights indicate transi-
tion intensity. The “gate” service appears as the most cen-
tral and highly connected node, reflecting its role as the
primary entry point. This corresponds to its 28.88% share
of all transitions (167,945 occurrences), confirming that
nearly one-third of all user movements within the portal
involve this service.

Overall, 76.2% of users accessed multiple services
within the portal, while 23.8% interacted with only a sin-
gle service. This distribution suggests that the major-
ity of users engage with multiple functionalities, while
a smaller subset utilizes the portal for specific, isolated
tasks. The bright nodes of “obis” (26.72%, 293,666 tran-
sitions), “mail” (2.90%, 15,350 transitions), and “pbis”
(1.48%, 88,424 transitions) further highlight their signif-
icance in user interactions, as evidenced by their strong
connections to other services.

In contrast, “cawis,” “quest,” and “form” appear as

darker nodes with fewer connections, indicating lim-
ited engagement. Their low transition rates (0.32% for
“cawis” and 0.02% for “form”) and thin edges to other
services suggest that they are accessed infrequently and
likely serve specialized purposes rather than being part of
primary workflows. The strongest transition in the graph
is between “gate” and “obis,” accounting for 28.88% of
all transitions, reinforcing “obis” as a key destination af-
ter authentication. Similarly, the “gate” to “mail” tran-
sition (2.90%) suggests that many users access the mail
service immediately after logging in. The self-referencing
arcs on “mail” and “pbis” indicate that these services are
frequently revisited within the same session.

The self-loops on “gate” reflect its function as an au-
thentication gateway rather than a navigation inefficiency.
Users accessing services such as “pbis,” “obis,” and “mail”
are often redirected to “gate” for authentication, explain-
ing the repeated transitions observed in the graph. While
expected in an SSO-enabled system, optimizing session
persistence and authentication flow could reduce redun-
dant authentication steps while maintaining security.

From a UX perspective, the highly connected cluster
of “gate,” “obis,” “pbis,” and “mail” represents the core
of user activity within the portal. Refining navigation be-
tween these frequently accessed services could improve
efficiency and reduce friction. In contrast, the weakly con-
nected nodes like “cawis” and “form” may require better
integration within existing workflows or improved visibil-
ity within the portal to encourage broader engagement.

” «
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4.4 Association rule mining on service inter-

action data

Association rule mining conducted on service inter-
action data aims to identify patterns in user behavior
and interactions to uncover services frequently used to-
gether and understand how these relationships influence
the overall user experience. This analysis provides a solid
foundation for designing both software interfaces and ser-
vice content by revealing co-used services and their im-
pact on various user segments. The Apriori algorithm, one
of the most commonly used methods in association rule
mining, was employed in this analysis. To conduct this
analysis, the pandas library was applied for data manipu-
lation, while the m1xtend library was used to implement
the Apriori algorithm and extract association rules. These
libraries facilitated both the transformation of transac-
tional data and the identification of significant behavioral
patterns within the service interaction dataset.

Apriori works by iteratively identifying frequent item-
sets, where the support of an itemset is the proportion of
transactions that contain the itemset. The support for an
itemset A is calculated as:

Number of transactions containing A

Support(4) = Total number of transactions
After identifying frequent itemsets, association rules
are generated based on these sets. An association rule is
in the form of A — B, where A and B are itemsets. The
confidence of an association rule is the conditional prob-
ability that a transaction containing A also contains B, de-
fined as:

Support(AU B)

Confidence(A — B) =
f ( ) Support(A)

Lift is another crucial metric used to evaluate the
strength of an association rule, indicating how much more
likely B is to occur given A compared to its general occur-
rence. It is defined as:

Confidence(A — B)

Lif(a—B) = Support(B)

A lift value greater than 1 indicates a strong positive
association between A and B, while a value less than 1
suggests a negative correlation.

In addition to these fundamental measures, several
other metrics were employed to provide a more compre-
hensive understanding of the association rules.

Leverage measures the difference between the ob-
served frequency of the antecedent and consequent occur-
ring together and the frequency that would be expected if
they were statistically independent. It is defined as:

Leverage(A — B) = Support(AU B) — [Support(A) x Support(B)]

A leverage value greater than O indicates a positive
association, while a value of 0 suggests independence be-
tween A and B.

Conviction evaluates the dependency between the an-
tecedent and consequent by considering the frequency of
incorrect predictions. It reflects how strongly the presence
of A implies the occurrence of B. It is calculated as:

1 — Support(B)
1 — Confidence(A — B)

Conviction(A — B) =

A higher conviction value suggests a stronger depen-
dency between the antecedent and the consequent, rein-
forcing the likelihood that the consequent is dependent
on the antecedent.

Zhang’s Metric assesses the strength of an associa-
tion by considering the maximum possible dependency
between the antecedent and consequent. It accounts for
both positive and negative associations and is defined as
follows, where S denotes the support measure, repre-
senting the frequency of itemset occurrence within the
dataset:

S(AUB)—S(A)-S(B)

Zhang(A = B) = S UB)(1 —S(B)). S(B)(1—S(A)

A higher Zhang’s metric value indicates a stronger as-
sociation between A and B. In this context, the metric
was applied to identify significant patterns of service us-
age and to highlight strong associations between different
user interactions within the portal.

To implement this analysis, the “va_page4.csv” dataset
was utilized, containing detailed records of user interac-
tions with various services on the web portal. The “Ser-
vice ID” column was first mapped to meaningful English
names for easier identification of each service, as proper
labeling enhances the interpretability of the results. At-
tributes such as user type, age group, location, browser
type, and reference type were selected based on their po-
tential influence on user interactions. These features fa-
cilitate a more precise examination of user navigation pat-
terns and how diverse user segments interact with the
portal. The service access order within each session was
also determined to capture sequential patterns in user be-
havior, a critical step in understanding how users move
through the portal’s services.

The dataset was converted into transaction lists using
the Transaction Encoder to facilitate the analysis. One-
hot encoding was applied to prepare the data for machine
learning algorithms by converting categorical data into bi-
nary format. This step ensures that the data is suitable for
processing by the Apriori algorithm, which requires a bi-
nary matrix representation. The Apriori algorithm was
used to identify frequent itemsets with a minimum sup-
port value of 25% and a confidence threshold of 98%. Ta-
ble 7 presents the top thirty association rules, with lift
values greater than or equal to 1, ensuring only the most
significant and reliable rules are included.

The association rules outlined here reveal strong re-
lationships between preceding services, such as “abis,”
“cawis,” and “form,” and subsequent services, such as
“gate” and “mail.” Metrics such as antecedent support,
consequent support, support, confidence, leverage, lift,
conviction, and Zhang’s metric were analyzed in detail to
understand users’ tendencies to switch between services.
For instance, the analysis found that most users who vis-
ited the “abis” service then navigated to the “gate” service,
with a confidence level of 99.44%. The leverage value of
1.0343 indicates that this transition occurs 3.43% more
frequently than would be expected by random chance.
Similarly, the relationship between “form” and “mail” ex-
hibited a notable connection, with a leverage value of
1.1784, indicating a higher-than-expected association.
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Table 7: Top 30 association rules derived using Apriori.

Antecedents Consequences Antecedent Conclusion Support Confidence Lift Leverage Conviction Zhangs

Support Support Metric
abis gate 0.456 0.961 0.454 0.994 1.034 0.015 6.843 0.061
cawis gate 0.405 0.961 0.405 1.000 1.040 0.016 infinite 0.065
form gate 0.376 0.961 0.376 1.000 1.040 0.014 infinite 0.062
form mail 0.376 0.843 0.374 0.993 1.178 0.057 22.954 0.243
menu gate 0.474 0.961 0.474 1.000 1.040 0.018 infinite 0.074
pbook gate 0.433 0.961 0.433 1.000 1.040 0.017 infinite 0.068
quest gate 0.322 0.961 0.322 1.000 1.040 0.013 infinite 0.057
menu mail 0.474 0.843 0.467 0.984 1.167 0.067 9.643 0.273
pbook mail 0.433 0.843 0.430 0.994 1.180 0.066 26.412 0.268
quest mail 0.322 0.843 0.322 1.000 1.187 0.051 infinite 0.232
cawis, abis gate 0.302 0.961 0.302 1.000 1.040 0.012 infinite 0.055
cawis, abis mail 0.302 0.843 0.299 0.992 1.176 0.045 18.394 0.215
form, abis gate 0.276 0.961 0.276 1.000 1.040 0.011 infinite 0.053
form, abis mail 0.276 0.843 0.276 1.000 1.187 0.043 infinite 0.217
abis, gate mail 0.454 0.843 0.446 0.983 1.166 0.064 9.223 0.261
mail, abis gate 0.446 0.961 0.446 1.000 1.040 0.017 infinite 0.070
abis, menu gate 0.330 0.961 0.330 1.000 1.040 0.013 infinite 0.058
obis, abis gate 0.322 0.961 0.322 1.000 1.040 0.013 infinite 0.057
pbis, abis gate 0.400 0.961 0.397 0.994 1.034 0.013 5.992 0.054
pbook, abis gate 0.327 0.961 0.327 1.000 1.040 0.013 infinite 0.058
abis, menu mail 0.330 0.843 0.330 1.000 1.187 0.052 infinite 0.235
obis, abis mail 0.322 0.843 0.320 0.992 1.177 0.048 19.652 0.222
pbis, abis mail 0.400 0.843 0.394 0.987 1.171 0.058 12.184 0.244
pbook, abis mail 0.327 0.843 0.327 1.000 1.187 0.052 infinite 0.234
form, cawis gate 0.281 0.961 0.281 1.000 1.040 0.011 infinite 0.054
form, cawis mail 0.281 0.843 0.281 1.000 1.187 0.044 infinite 0.219
form, cawis menu 0.281 0.474 0.276 0.982 2.070 0.143 28.655 0.719
mail, cawis gate 0.387 0.961 0.387 1.000 1.040 0.015 infinite 0.063
cawis, menu  gate 0.340 0.961 0.340 1.000 1.040 0.013 infinite 0.059
obis, cawis gate 0.343 0.961 0.343 1.000 1.040 0.013 infinite 0.059

The high conviction values of these rules suggest that
the likelihood of the consequent occurring without the
antecedent is extremely low. This finding is particularly
highlighted by the infinite conviction values for transi-
tions from “form” and “cawis” to “gate,” indicating solid
associations. Zhang’s metric values were also evaluated
to determine the reliability and direction of these rela-
tionships, confirming the robustness of these findings.

The association rule mining analysis identifies fre-
quent service usage patterns, revealing how users transi-
tion between services and highlighting areas where nav-
igation flows and service integration could be improved.
These insights directly contribute to user experience (UX)
optimization by identifying frequently linked services, al-
lowing for the development of more efficient navigation
pathways or integrated functionalities that align with user
interaction patterns. Strong associations between services
such as “abis,” “cawis,” and “form” with high-traffic ser-
vices like “gate” and “mail” suggest that users frequently
perform related tasks across these platforms. Facilitating
smoother transitions through features like direct short-
cuts or integrated workflows could streamline user inter-
actions, reduce cognitive effort, and improve task comple-
tion rates.

The analysis also highlights opportunities to enhance
UX by improving the accessibility and integration of less

frequently used services, such as “quest” and “form.” De-
spite lower usage rates, these services may serve critical
but specialized functions. Enhancing their visibility or
embedding them within frequently used navigation path-
ways could increase user engagement and expand ser-
vice reach. Additionally, the strong associations identi-
fied between certain service pairs could inform the de-
velopment of personalized content recommendations and
adaptive navigation features. Customizing service sugges-
tions based on observed user behavior patterns could fos-
ter a more intuitive, efficient, and satisfying user experi-
ence across the portal.

5 Discussion

Existing methods in web usage mining (WUM) face
significant data accuracy and process efficiency limita-
tions. The CAWAL framework employed in this study and
the proposed AWUM method aim to overcome these lim-
itations by providing an innovative solution for a deeper
examination of user activity. CAWAL framework serves
as the foundation for generating enriched datasets, offer-
ing a more accurate and comprehensive data source than
conventional techniques. When processed through the
AWUM approach, these enriched datasets are expected
to enhance the efficiency of the WUM process and fa-
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cilitate the discovery of valuable patterns for optimizing
user experience (UX). Four analyses were conducted, each
aligned with a specific research question and designed to
examine different aspects of user engagement and inter-
action within the web portal.

The first analysis addressed the first research question
(RQ1) by evaluating the accuracy and analytical depth of
the datasets provided by the CAWAL framework. Estab-
lishing the effectiveness of these datasets is essential for
determining whether they offer a more reliable basis for
web usage analysis compared to conventional methods.
The results showed that CAWAL provides more precise
and comprehensive assessments, particularly in analyzing
session durations and page transitions. Among 1,220,916
sessions, 12.84% were single-page visits, whereas multi-
page sessions accounted for 98.05% of total pageviews.
This indicates that CAWAL captures user activity with
greater detail and reliability. Additionally, the distribution
patterns of client attributes and their effects on bounce
rates (Table 4) reveal that single-page sessions are primar-
ily associated with text-based browsers and search engine
referrals, while multi-page sessions are linked to stan-
dard browsers and internal portal navigation, suggesting
deeper user engagement.

Further support for RQ1 comes from the enriched
session dataset schema presented in Table 2, which
demonstrates CAWAL’s advanced analytical capacity. This
dataset includes a range of session-specific metrics, such
as user type, age group, browser type, session duration,
and service-specific page views, allowing for a more de-
tailed and accurate analysis of user behavior compared to
conventional web server logs. Moreover, the chi-square
test results in Table 5 validate these findings by confirm-
ing statistically significant relationships between bounce
rate and client attributes. In particular, Browser_ Type and
Referer_Type show strong associations with session type
(p < 0.05), highlighting the influence of user access meth-
ods and entry points on engagement levels.

These results demonstrate that the comprehensive ses-
sion and pageview data provided by the CAWAL frame-
work when processed through the AWUM approach, al-
low for the identification of detailed behavioral patterns
that conventional server logs may fail to capture. This re-
inforces the effectiveness of AWUM in enhancing the ac-
curacy of web usage analysis through the use of enriched
data.

The second research question (RQZ2) investigates
whether the AWUM approach improves process efficiency
by eliminating the pre-processing phase traditionally re-
quired in WUM methods. As illustrated in Figure 2 and
Figure 3, this elimination is achieved through the CAWAL
framework’s ability to generate enriched, structured data.
By removing the need for pre-processing entirely, the
AWUM approach streamlines the WUM process, acceler-
ates data analysis, and enhances overall operational effi-
ciency.

Although the specific impact of eliminating the pre-
processing phase was not explicitly measured, the effi-
ciency gains observed in the analysis process are consis-
tent with the theoretical expectation that removing one of

the most labor-intensive stages of WUM would result in
significant performance improvements (Ali et al., 2020;
N. Sharma, 2017; Goel & Jha, 2015). The enriched and
well-structured datasets used in the AWUM approach con-
tribute to this improvement, as evidenced by the acceler-
ated analysis process and the increased accuracy of the
results.

This efficiency improvement is further evidenced by
the enhanced processing capabilities achieved through
the AWUM approach compared to traditional WUM meth-
ods. The enriched datasets used in AWUM enable faster
and more resource-efficient analysis without compromis-
ing analytical depth. Additionally, integrating advanced
methods, such as the fuzzy C-means-based association
rule mining technique proposed by Serin et al. (2022),
could further refine the WUM process by improving pat-
tern detection and supporting more accurate decision-
making, thereby enhancing UX optimization strategies.

To answer RQ3, the second, third, and fourth analy-
ses explored how enriched data enhances the understand-
ing of user behavior and supports UX optimization. This
study builds on prior research that focuses on refining
data quality to improve predictive models, such as Malik
et al. (2021)’s enhancement of random forest algorithms
using ant colony optimization (ACO). The AWUM frame-
work strengthens web usage mining by incorporating en-
riched session and pageview data.

The results confirmed AWUM'’s ability to capture de-
tailed user interactions across multiple services. For in-
stance, the transition analysis revealed that 85% of users
initially accessed the “gate” service, followed by signif-
icant interactions with other portal services, indicating
enhanced engagement patterns and improved navigation
flows. These findings directly address RQ3 by demon-
strating how enriched datasets facilitate a more detailed
and accurate analysis of user behavior, thereby contribut-
ing to UX optimization.

Further analysis of service-based exit methods re-
vealed critical insights for UX optimization. Over 57%
of users preferred secure logout options, while the others
exited by closing the browser tab, navigating to another
URL, or leaving the portal without logging out. The secure
exit rate increased to 72% for services handling personal
information, such as “obis” and “mail”, indicating height-
ened security awareness in these contexts. However, the
substantial proportion of direct exits raises important us-
ability and security concerns. Some users may find the
logout process inconvenient, or they may be unaware of
its importance.

From a UX perspective, introducing reminder mecha-
nisms and encouraging proper logout behavior could en-
hance security awareness. On the security side, although
the portal employs a session timeout mechanism that logs
out users after a period of inactivity, optimizing timeout
durations based on interaction patterns could improve the
balance between security and usability. These findings
suggest that secure exit options should be easily accessi-
ble, and session management strategies should minimize
security risks without compromising user convenience.
Moreover, UX optimizations should primarily focus on ses-
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sion engagement rather than static user attributes, as exit
behavior is strongly linked to session dynamics.
Key areas for improvement include:

* Enhancing session engagement by structuring con-
tent and services to encourage more interaction.

e Improving logout accessibility —within high-

engagement areas like the gate service.

* Fine-tuning session timeout settings based on user
interaction intensity rather than generic demo-
graphic assumptions.

» Improving navigation flows to reduce friction and fa-
cilitate seamless transitions between services.

Unlike many existing studies that emphasize static
user attributes such as demographics or browser settings
for UX optimization, this study highlights the importance
of session-driven engagement metrics. The findings sug-
gest that interaction-based strategies are more effective
in improving user retention and security, indicating that
UX enhancements should prioritize real-time behavioral
patterns rather than predefined user characteristics.

A major contribution of this study is the introduc-
tion of the Augmented Web Usage Mining (AWUM) ap-
proach, developed using the enriched analytical datasets
provided by the CAWAL framework. AWUM enables a
more comprehensive analysis of user activity than tradi-
tional web log analysis, offering deeper insights into user
engagement dynamics. By examining user navigation pat-
terns and interactions between frequently accessed ser-
vices, such as transitions between “mail” and “obis”, the
analysis reveals significant behavioral patterns that sup-
port UX optimization.

These findings reinforce the role of AWUM in advanc-
ing web usage analysis (RQ1) and improving the under-
standing of user behavior (RQ3). By capturing critical
patterns in session engagement, navigation flows, and
service transitions, AWUM provides valuable insights for
UX enhancement.

The effectiveness of this approach is further demon-
strated by the CAWAL framework’s substantial advance-
ments in data accuracy compared to other methodolo-
gies. While the web recommendation model proposed
by Elsheweikh (2023) focuses on surface-level analyses
of user activity, CAWAL's enriched datasets enable a more
granular and comprehensive understanding across mul-
tiple services. This enhanced analytical capability con-
tributes significantly to the existing body of literature on
web usage mining.

Furthermore, frameworks such as the time and
fairness-constrained WUM approach developed by Roy &
Rao (2022) have improved personalized recommendation
systems. However, CAWAL extends these advancements
by providing richer datasets and more robust analytical
techniques, as reflected in the high accuracy and F1 scores
achieved in predictive models. These improvements un-
derscore the reliability of CAWAL'’s approach over tradi-
tional WUM methods. Nonetheless, as with any data-
driven study, the findings are influenced by the specific

period and user group analyzed, which may affect their
generalizability.

Expanding on these findings, AWUM enhances the re-
liability and scope of web usage analysis. The enriched
analytical data allows for a more detailed examination
of user interactions and behavioral patterns. Instead of
relying solely on static user attributes, AWUM dynami-
cally assesses user engagement, supporting targeted im-
provements such as optimizing logout accessibility, refin-
ing navigation paths, and adjusting session timeout poli-
cies based on real-time interaction data. The results in-
dicate that AWUM improves the accuracy and depth of
web usage mining compared to conventional server log-
based methods and increases its relevance for UX-driven
optimizations.

Moreover, AWUM’s ability to model session dynamics
and behavioral trends ensures its scalability and adapt-
ability for analyzing user interactions across various digi-
tal environments. Its applicability extends beyond UX en-
hancements to domains such as e-commerce, education,
healthcare, and public services, where detailed behav-
ioral modeling can support data-driven decision-making.
AWUM facilitates a data-driven analysis of user naviga-
tion, interaction flows, and disengagement trends, en-
abling a structured approach to understanding and opti-
mizing UX. These capabilities position AWUM as a scal-
able and adaptable approach for advancing web usage
analysis and UX-driven decision-making.

6 Conclusion and future work

This study demonstrates that the Augmented Web Us-
age Mining (AWUM) approach improves the accuracy and
efficiency of web usage mining by using structured session
and pageview data from the CAWAL framework. Unlike
traditional WUM methods, AWUM eliminates the need for
a pre-processing phase, streamlining data processing and
enabling more detailed analyses of user navigation pat-
terns. The findings indicate that AWUM provides a struc-
tured view of user interactions, allowing for a clearer as-
sessment of service transitions and exit behaviors.

A key contribution of this study is AWUM'’s ability to
reveal critical navigation patterns that support user ex-
perience (UX) optimization. The method improves tran-
sition flow prediction and exit behavior analysis, aiding
in the design of more intuitive navigation structures. Ac-
curate identification of frequent exit points can also in-
form security enhancements, such as adaptive authentica-
tion prompts and logout mechanisms. Furthermore, the
CAWAL framework ensures compliance with privacy regu-
lations by implementing robust data anonymization, mak-
ing it suitable for privacy-sensitive applications.

Despite its advantages, certain limitations exist. The
study was conducted in a specific operational context,
which may affect the generalizability of the findings. Fu-
ture research should evaluate the applicability of AWUM
in diverse domains, such as e-commerce, healthcare, and
education, to assess its effectiveness in different user en-
vironments. Additionally, integrating advanced analyt-
ical techniques, such as deep learning-based sequence
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modeling for transition prediction or real-time anomaly
detection for security monitoring, could further extend
AWUM’s capabilities. Expanding the approach to support
real-time adaptive UX recommendations based on navi-
gation patterns may also enhance its applicability in dy-
namic web environments. Addressing these aspects will
further strengthen AWUM as a practical and scalable ap-
proach for web usage mining and UX-driven system im-
provements.
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